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GULF ENERGY PROSPECTS REMAIN VULNERABLE TO MARITIME
AND SECURITY RISKS
The six-member states of the Gulf Cooperation Council (GCC) are well-positioned to benefit in the face of the Russia-Ukraine war that has pushed up oil
and natural gas prices. The region is looking to capitalise on these global events to grow investment in untapped reserves and field redevelopments
previously considered commercially unviable. The main issue of concern remains uncertainty regarding negotiations on Iran’s nuclear programme, and
the associated security risks. In the event political pressures in the region rise, so do the associated security and maritime risks, which add further
complications to the cost of doing business in the region that is unlikely to abate in 2022.
The ongoing Ukraine-Russia war that has unsettled the energy market has turned out to be a boon for oil companies and hydrocarbon producing nations
as soaring oil and gas prices are set to bolster their revenues amidst fear of prolonged war. With concerns growing over dwindling global capacity, major
producers in the Gulf region find themselves in a key position to ensure global demand is met by ample supply. The six members of the GCC – Bahrain,
Kuwait, Oman, Qatar, Saudi Arabia, and the UAE — will see economic growth of 6.4 per cent this year, up from 2.7 per cent in 2021. These states are
projected to produce some 18 million barrels of oil per day this year, with around 14 million barrels of that for export. Oil revenue in the region this year
will likely reach USD 818 billion, an increase of USD 320 billion from the International Monetary Fund’s (IMF) assessment in October.
Despite intensified global decarbonisation pressures, oil price booms will likely spur investment
in reserves. The Gulf’s leading producers, Qatar and the UAE, resumed spending on key
development projects almost as soon as the recovery took hold in 2021. Now with prices at eightyear highs and showing little prospect of receding soon, the region’s players are also investing
anew while suspended schemes with relatively high breakeven costs are now back on the agenda
(see SPECIAL REPORT: OIL PRICE VOLATILITY HAS WIDE-RANGING CONSEQUENCES IN MENA
REGION and SPECIAL REPORT: THE IMPACT OF WAR IN EUROPE ON THE MIDDLE EAST AND
NORTH AFRICA).
However, the political and security risks impacting the supply chain in the Gulf region will
continue to fluctuate as tensions with Iran rise and fall. Unsurprisingly, the energy industry is one
of the most attractive targets for competing sides in the region, particularly Iran. The conflict
between Iran and their Gulf rivals has left oil production and the shipping industry vulnerable to
attacks, particularly by aerial assets, and maritime seizures. The Gulf region contains some of the
primary and most transited maritime energy corridors in the world: the Gulf itself, the Red Sea,
the Gulf of Aden, and the Gulf of Oman.
A successful revival of the Joint Comprehensive Plan of Action (JCPOA) has the potential to alter
the dynamics in the region, particularly if it combines with progress in the talks initiated by Saudi
Arabia and UAE with Iran. At the same time, there is still the potential for escalation in regional
tensions with all parties balancing domestic and foreign policy considerations. Hence, PANGEARISK assesses that the possibility of maritime and security breaches will likely endure in 2022.
Such developments could lead to a rise in political, economic, and security risks, especially if they
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were to coincide with a wider regional confrontation.
QATAR’S GAS BONANZA
Even before the Ukraine war had Europe scrambling for alternatives for Russia’s oil and natural gas, Qatar’s ambitions to grow its liquefied natural gas
(LNG) business were coinciding with burgeoning energy demand by western countries amid the recovery from the pandemic. Qatar’s energy exports were
already due to reach USD 100 billion in 2022 for the first time since 2014 based on trends from the first quarter. April exports from Qatar surpassed 7.5
million metric tons, edging out the US, making it the world’s top exporter. This will now allow it to spend even more on new projects in an effort to
replace Russian energy imports.

Although state-owned Qatar Petroleum announced in October 2021 that it would change its name to
QatarEnergy (QE) – to focus on energy transition – the change is highly unlikely to represent a wider
shift away from existing plans to expand LNG production. Qatar has issued plans to continue with LNG
expansion plans to boost production capacity by more than 60 percent by 2027. Qatar is already
securing additional long-term LNG sales agreements with Asian buyers and looks set to monetise LNG
production ahead of increasingly tightening environmental regulations potentially curbing long-term
global demand for LNG. In March, QE awarded a contract to Netherlands-based Fugro to “de-risk” the
long-delayed redevelopment of the Bul Hanine and Maydan Mahzam offshore oilfields. For Qatar, gas
will always take precedent to oil, but the state retains 25 billion barrels of unproduced crude to
monetise. And key fields delivering its 600,000 barrels per day (b/d) existing output require
redevelopment to avert an impending decline.
QE originally launched the redevelopment of Bul Hanine – a shallow-water field off the northeast coast – in early 2014, pledging an investment of USD 11
billion over 14 years on a three-phase scheme intended to deploy enhanced oil recovery (EOR) techniques to double production. However, the ensuing oil
price crash saw only two smaller stages executed. Fugro’s appointment was soon followed in April by the selection of the UK’s Wood to proceed to full
Feed studies on the revised programme, the latter having been awarded a pre-feed contract in 2019 that was then paused again when the pandemic hit.
QE has also resumed work on a long-planned fifth phase of redevelopment at the Idd del-Shargi North Dome field – designed to prolong its 100,000 b/d
production plateau. And its North Oil Company joint venture with TotalEnergies is close to awarding a Feed contract on the next phase of redevelopment
work at the crucial Al Shaheen field, the source of around half of national output.
UAE’S ENERGY EXPANSION
Rising oil and gas prices and Europe’s pivot away from Russian imports have also added impetus to UAE’s state-owned Abu Dhabi National Oil Company’s
(ADNOC) gas development drive. Austrian, UK, German, and Dutch ministers all visited Abu Dhabi in March to discuss the UAE’s potential contribution to
that pivot. ADNOC had announced in December 2021 a USD 127 billion capital spending plan for 2022-2026, as it reported an increase in the UAE oil and
natural gas reserves. The investment will expand upstream production capacity, the company’s downstream portfolio, and low carbon and clean energy
businesses. The state-owned company said national reserves had risen by 4 billion stock tank barrels (stb) of oil and 16 trillion standard cubic feet (scf) of
natural gas, taking the totals to 111 billion stb and 289 trillion scf respectively.

Recently, ADNOC resumed contracting for its flagship Ghasha upstream development project –
tapping ultra-sour reserves in the emirate’s northwest offshore. The joint development of the Ghasha
and Hail fields is a symbol of the UAE’s determination to do and spend whatever is necessary to restore
gas self-sufficiency. The fields’ hydrogen sulphide content of over 25 percent is well beyond the level
usually considered economically viable to exploit and the project’s price tag was originally put at USD
15-20 billion.
Additionally, the December 2021 plan proposes a two train 9.5 million metric tonnes/year (mmty)
project to be located at the oil port of Fujairah on the Gulf of Oman, outside the Strait of Hormuz
chokepoint, a strategic site to deliver LNG to Europe, along with North and South Asia. Along with the
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6 mmty Das Island facility, the new project would more than double the UAE’s LNG capacity. To

support the country’s future LNG plans, the company’s shipping arm, ADNOC Logistics & Services, recently ordered two newbuilds 175,000 cubic meter
LNG carriers to join its fleet in 2025.
The UAE has also unveiled the Ruwais Derivatives Park, a fast-growing industrial hub for the chemical derivatives sector in Abu Dhabi. The Park is located
within ADNOC’s long-established refining and petrochemicals cluster in Ruwais and is targeted to become the world’s largest integrated refinery and
petrochemicals complex. The cost of Phase I alone is estimated at over USD 5 billion. ADNOC is inviting US petrochemicals and derivatives manufacturers
to participate in the development of the Ruwais Derivatives Park. In early March, a third scheme secured an international investor, as Swiss-based Proman
agreed to co-develop a 1.8 million ton per year gas-to-methanol plant, which would represent the UAE’s first production of the chemical. The output will
both feed new local petrochemicals production – for which methanol is a key building block – and respond to increasing interest in its use as a low-carbon
shipping fuel.
GEOPOLITICAL RIVALRIES AN ENDURING HURDLE
While Qatar’s and the UAE’s buoyant revenue may enable governments to step up investment,
geopolitical considerations could stifle these initiatives. The gulf countries’ energy security outlook
over the coming months will first and foremost be determined by the outcome of nuclear
negotiations between the US and Iran (see IRAN: GOVERNMENT BETS ON ECONOMIC RESILIENCE TO
SANCTIONS AS NUCLEAR TALKS STALL). An agreement that could revive the JCPOA would bring
down the risk of disruptions from the two countries. In contrast, a collapse in talks could likely spark
an increase in attacks against shipping and energy infrastructure, posing direct and indirect risks to
new and old projects. The current high tension and the high-risk situation in the region may well
IRAN NUCLEAR DEAL TALKS IN VIENNA

escalate depending on various regional developments, including if Iran is forced to further reduce its
oil production and foreign sales.

While neither side is expected to seek a direct military confrontation, an unintended escalation is possible. Iran may use its proxies in the region to
increase pressure on the US and its Gulf State allies. While the UAE is not expected to emerge as a proxy conflict zone between Saudi Arabia and Iran,
given its strong ties with Saudi Arabia, these rising tensions do raise security risks for businesses operating in the UAE, especially those with maritime
supply chains. Although there are tensions with Iran via the UAE’s strong ties with Saudi Arabia, these pose a relatively low risk of direct confrontation.
Energy producers across the region are racing to improve the resilience and security of their oil export infrastructure to mitigate high levels of
geopolitical uncertainty and volatility. This will bring greater contingency in the event of disruptions over the coming years. But in the meantime, the risk
of disruptions will remain. Any major aerial attack or act of sabotage on production facilities like oil rigs, offshore platforms and refineries will result in
loss or complete stoppage of production, which might take months to restart. Any unexpected supply disruptions that are not already priced in will add to
the pressure on an already nervous global oil market.

Some of the aftereffects of a potential escalation can include:
An updated high-risk area demarcation by businesses to include a large territory with associated costs to premiums and security costs;
War Risks insurance premiums for ships and businesses trading to those areas may increase significantly;
Concerns about the personnel safety, protection of ships, crew and cargo, may lead to the increased deployment of onboard guards;
An increase in the cost of crude oil and gas;
Freight rates for tanker tonnage to the GCC may also increase; and,
Partners may withdraw from new investment expeditions

UAE’S AND QATAR’S DIFFERENT SECURITY OUTLOOKS
Qatar faces a much lower risk from regional tensions compared to other gulf monarchies. The Qatari
government maintains closer relations with Iran than most Gulf countries. This, and the presence of
the major US military base at Al Udeid, reduces the likelihood of its maritime and offshore assets
being targeted barring a major conflict in the Gulf. In the event of a regional escalation, Iran could
potentially target US forces in Qatar with missile strikes and seek to punish Qatar for hosting US
forces. Outside this low-likelihood scenario, where the US would probably use assets at Al Udeid
airbase to strike Iran, Iran and allied forces would be unlikely to target Qatar. The country will most
certainly seek to avoid political disputes that could undermine production and export through the
Joint South Pars-North Dome natural gas field shared with Iran in the Arabian Gulf. This field
contributes almost all of Qatar’s LNG exports but only a portion of Iran’s gas reserves. Disputes over
the joint field, while unlikely, would increase the potential for provocative action by the Islamic Guards
Corps Navy (IRGCN).
QATAR OIL FILEDS

On the other hand, the threat facing the UAE is significantly different, with the country experiencing

an increased risk of drone and missile attacks from Iran-backed Houthi forces in Yemen. Although the aggregate number of attacks are lower than in
Saudi Arabia, the threat level has risen markedly during 2022 as a result of the UAE’s increased indirect involvement in Yemen since late 2021 (see
UAE/YEMEN: INTENSIFIED HOUTHI ATTACKS THREATEN TO BURST THE UAE’S SECURITY BUBBLE). The relatively low number of casualties as a result of
missile and drone attacks means that the UAE is still placed in the low-risk category. To counter the threat posed by drone and missile attacks, the UAE is
expected to complete an underground oil storage facility built into the mountains around Fujairah in 2022, with a capacity of 42 million barrels of oil.
Increased contingency and resilience could be highly beneficial for its supply chain resilience. But as long as regional tensions remain elevated, the UAE’s
energy infrastructure will remain a target for the Iran-backed Houthi group in Yemen.
Nonetheless, if dynamics in Yemen change and regional tensions grow, Emirati strategic infrastructure including airports, desalination plants,
hydrocarbon assets, and the Barakah nuclear power plant are likely to be key targets for further Houthi attacks (see YEMEN: TWO-MONTH CEASEFIRE IS
UNLIKELY TO END THE CONFLICT OR CURB WIDER WAR THREATS). Without a definite promise of US support, it is very unlikely that the UAE’s leadership
would commit to military escalation or retaliation.
IMPACT ON MARITIME OPERATIONS
Maritime security is also affected by Iran’s generally aggressive posture in enforcing its maritime borders and interests, and its ability to scale up that
posture to put pressure on the international community as part of its broader regional foreign policy goals. There is a moderate threat to Saudi and UAE
maritime operators transiting the southern Red Sea, the Arabian Sea, and Gulf Oman, while the threat is much more substantial at the Strait Hormuz. The
threat is much lower, latent, and indirect for Qatar-flagged vessels.

Any attacks against merchant vessels would likely be directed at oil-related targets, such as tankers, and would be likely linked to a specific dispute – such
as with a particular country – or in retaliation for action taken by others (such as the US) against Iranian interests. For instance, in January, Iran-backed
Houthi forces reportedly seized an Emirati vessel off the coast of Hodeidah in the southern Red Sea.
The following are deemed to be the most pressing threat types to commercial vessels:

Iranian Boarding/Detention/Seizure: This measure includes Iranian forces hailing vessels to determine crew and cargo details, or infrequent
boardings and inspections. Harassment of commercial vessels will likely include but not be limited to, confusing and threatening Vessel Traffic Service,
aggressive approaches by Fast Attack Crafts and shorter detentions of vessels and crew. Iranian forces have utilised small boats and/or helicopters
during boarding operations and have attempted to force merchant vessels into Iranian territorial waters. The likelihood of this occurring close to the
Strait of Hormuz is higher. Such measures might take place unrelated to wider political developments as a means for Iran to demonstrate naval
capabilities, particularly with the increase in tanker traffic since 2022.
Limpet Mines: Tankers and other civilian ships face risks of limpet mine attacks, and sea mines in the busy shipping lanes and closer to shore. Limpet
mines have been used to damage merchant vessels on multiple occasions over the past several years and are primarily a threat to merchant vessels in
the Arabian Gulf, Strait of Hormuz, and the Gulf of Oman. Limpet mines, or similar improvised explosive devices (IED), can be attached to vessel hulls,
above or below the waterline, via swimmers or small boats, while a vessel is berthed, at anchor, or underway.
Explosive unmanned aerial vehicle (UAV): Aerial attacks on merchant remain a high impact threat. In July 2021, a Liberian-flagged tanker was
attacked by an explosive UAV while transiting through international waters in the Arabian Sea resulting in the death of two crewmembers. The
explosive detonation following the UAV impact created an approximately 6-foot diameter hole in the topside of the pilothouse and badly damaged the
bridge interior. This attack followed two unsuccessful UAV attacks on the vessel the day prior, both of which impacted the sea near the vessel.
Water-borne improvised explosive devices (WBIED): Explosive boat attacks are a known threat to merchant vessels operating in the southern Red
Sea and the Gulf of Aden. Vessels in these areas have reported explosions believed to have been caused by WBIEDs, both in port and underway.
Currently, it is hard to envision the closure of the Strait Hormuz or a restriction on shipping in the region. However, should further incidents occur, if a
country makes a miscalculation in the region or if a shot is fired, even by accident, we may see the risk in the region grow even further. Additionally, the
threat to a Qatar-flagged ship can be elevated in the event of misidentification or the event that Iran-backed threat actors view the vessel as carrying out
hostile activity, including surveillance or intelligence gathering. The long berthing of a ship near hostile areas can draw increased scrutiny/attention. This
may lead to direct approaches, which could result in boarding and/or detention.

INSIGHT
The GCC’s oil and gas producers are all exposed to disruption risks at various levels. However, Saudi Arabia faces the highest risk. Not only is Saudi Arabia
the world’s largest oil exporter, but the kingdom also faces weekly rocket, missile, and drone attacks (see GULF MARITIME SECURITY: RECENT VESSEL
ATTACKS TRIGGER REGIONAL WAR ESCALATION PATHWAY). While the majority of the attacks take place along the Saudi-Yemeni border, energy
infrastructure deep in the country has also been targeted. The attacks against Abqaiq and Khurais in September 2019 underscore the severity of the threat
to energy infrastructure in the kingdom. The coordinated drone and missile attacks damaged the world’s largest oil processing plant, temporarily cut
production by more than 4 million bpd, and led to a 20 percent spike in Brent crude prices. Despite efforts to strengthen missile defences, the missile and
drone threat facing Saudi Arabia since then has only worsened. Not only has Iran expanded and improved its missile and drone capabilities, but Iran-backed
groups throughout the region have also strengthened in parallel.

There is a higher likelihood of Iranian attacks on Saudi shipping and hydrocarbon infrastructure while
nuclear negotiations continue. The frequency has increased steadily through 2021, despite the improved
ability of Saudi air defences to intercept such weapons. Coordinated attacks against Saudi energy
infrastructure on 20 March 2022 did far less damage than in 2019. But with the war in Yemen unresolved,
and nuclear talks with Iran still in the balance, the risk of another damaging attack persists. Attacks
against pipelines, oil fields, refineries and storage facilities over the last three years are a reminder of the
very real threat to the steady supply of oil from Saudi Arabia.
Conversely, Oman faces the lowest risk of disruptions in the region. Unlike most other Gulf states, Oman
has traditionally maintained strong links with Iran’s leadership, a relationship largely stemming from the
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Sultanate’s identity as a non-Sunni controlled country in the Gulf and concerns about Saudi-led
hegemony. Oman’s key challenge is balancing its relationship with its Western allies, Iran, and other GCC member states. Oman’s mediatory capacity
between Iran and the US, alongside its refusal to participate in the Saudi-led military intervention in Yemen, reduces the risk of direct military retaliation
against Oman in the event of conflict involving the US, Iran, and/or the Gulf states, or in the event of unintended escalation following minor naval incidents
between the US or other Gulf states and Iran in the Sea of Oman or near the Strait of Hormuz.

In the low likelihood of an interstate conflict in the Gulf, there would be an elevated risk of Iranian missile strikes on Omani airbases and facilities assessed
by Iran as being used by US forces. UK and US naval and air forces regularly use Oman primarily to resupply and refuel, as opposed to having permanent
bases that could support offensive operations. Masirah airbase and Khasab airport would be at the highest risk. The US Navy has also been granted access
to the ports of Duqm and Salalah, the first of which is capable of servicing aircraft carriers.
It is more likely, however, that the two sides would seek to exclude Oman from the hostilities, given its potential role as a mediator. Moreover, Oman’s
refusal to participate in the Saudi-led military intervention in Yemen, combined with its likely prevention of the US from using its bases for strikes on Iran,
would reduce the risk of direct Iranian strikes. Oman is likely to be particularly wary of getting involved following the Iranian demonstration of capabilities
in its attacks on Saudi energy facilities. Further reducing the risk of US-Iranian rivalry translating into naval incidents involving Oman, the two countries
signed a deal in 2015 to demarcate their maritime boundaries in the Sea of Oman and through the Hormuz Strait.
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